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Welcome

What is
encryption?

Chapter 1: Introduction

Welcometo Private File™, the easiest way to protect your
information. Private File allows you to encrypt and decrypt information
with two easy-to-use drop boxes. PF Encrypt™ and PF Decrypt™.
Private File also provides functionality allowing you to immediately and
easily send your newly encrypted information via email. Private Fileis
designed to work seamlessly cross-platform. Y ou can easily transmit
documents between Windows and Macintosh computers.

Private File can prevent the wrong people from seeing your sensitive
information. By a process called encryption, your datais transformed
from readabl e information to an unreadabl e encoded version. Once your
information is encrypted, only you and those you allow can decrypt it
back to its original readable form.

Encryption isthe art of deliberately transforming information into
unreadable form. Decryption is the method of undoing the encryption to
return the information to its original readable form.

Encryption has been around for thousands of years. Early civilizations,
for example, used simple methods to encrypt military information.
Modern cryptography uses complex mathematical algorithmsto encode
information. Many governments limit the level of encryption that is
available outside their country. This chapter contains terminology related
to encryption that may help your understanding as well as some benefits
of using Private File for encrypting.

Chapter 1. Introduction 1



Why doyou need to
encrypt files?

Why use Private
Fileto encrypt?

Powerful Encryption

2  Chapter 1: Introduction

Both businesses and private individuals can benefit from encrypting
information. In today’ s technological world, an increasing amount of
information is being distributed in awide variety of ways. Informationis
more vulnerable than ever. Thus the need for stronger, more secure
encryption is growing.

Consider everyone that potentially has access to the information on your
computer— your children, spouse, friends, coworkers, employers, not to
mention any number of other individuals on the internet that can intercept
email, file attachments, and file transfers.

Now think about the types of information you keep on your computer—
salary, bank accounts, employee/employer reviews, tax files, journals,
contact information, to name afew. As more and more individuals use
computersto store information and networksto transmit it, alot can be at
stake.

Businesses rely on internal and external networks every day to send
critical information to customers, employees, and vendors. In business,
information is the key to remaining competitive. This commodity needs
to be protected against the increasing threat of technological espionage.
Information important to the survival of acompany must not fall into the
wrong hands.

With theincreasing use of the Internet for communication, businesses and
private individuals alike must protect themselves.

When you select filesto encrypt, you are al so asked to select a password.
Private File takes this password and processes it through an industry
standard algorithm called MD5. This process takes the original password
and reduces it to areasonably unique pattern of 16 bytes (128 bits). The
encryption key is then taken from this pattern. The international version
uses 5 bytes while the domestic version uses all 16. This encryption key
isthen used by theindustry standard RC4 encryption algorithm to encrypt
the data. The domestic version of Private File uses 128-hit encryption.
The international version uses 40-bit encryption.



Secure Deletion

Cross-Platform

Compression

Private File securely deletes the original file if you set the preferencesto
do so. The deletion process is done in accordance with the U.S.
Department of Defense standards. These standards consist of athree-pass
deletion process. Thefirst passwritesover the old datafile using new data
consisting of al bits set to zero. The second pass overwrites the file with
data consisting of all bits set to one. The third passis exactly like thefirst
where the file is overwritten using data consisting of all bits set to zero.
Once these passes are complete, Private File then directs the operating
system to remove all references to the file from the disk.

Private Fileallowsyouto easily transfer filesto and from the Mac OS and
Windows 95/NT platforms. By intelligently handling and storing the
appropriate information, decryption of files from either platformisa
seamless process.

« Private Fileis equipped to handle issues that arise when transferring
files cross-platform. For instance, different platforms use a variety of
characters to specify the end of aline. Without changing any
preferences or options, Private File will transparently handle the
different end-of-line characters for the machine on which you are
decrypting.

» Transmitting files that are usable cross-platform, such as pictures,
sounds, and plain text filesis just a step away. When you encrypt this
information with Private File, you have no worries about the decryption
on either platform. Thereis nothing you have to set up for a particular
platform.

» On Windows 95 and Windows NT, all encrypted files generated by
Private File are compressed before encryption, and MacBinary-
encoded after encryption. MacBinary encoding allowsfiles of the right
type to be generated during transfer from Windows to the Mac OS.

Compressing data prior to encrypting can have significant benefits.

Compression isthe process by which afileis made smaller without losing
any of itsinformation. A compression program uses an algorithm, or
method, for compressing the information in afile in amore efficient
manner, thus taking up less disk space.

Compression works by minimizing or €liminating redundancy and empty
space. A file containing the characters“AAAABBBBBBB” typically
would take up ten locations. However, this file could be compressed by
one agorithminto “4A6B” and would take up only four locations.

Chapter 1: Introduction 3



Helpful Terms

Encryption
Decryption

Archive
Cryptography
Cryptanalysis
Stream cipher
Block cipher
Key
Symmetric

4 Chapter 1: Introduction

Private File utilizes compression to create a smaller file, thus the amount
of hard disk spaced used by the encrypted file and the time needed to
transmit the file are less than if the file was not compressed.

The glossary provides alist of terms commonly associated with
encryption. Many are used in other parts of this manual. The more
familiar you are with these terms, the better your understanding of the
technology will be.

the act of transforming areadable message or piece of information into an
unreadable format.

thereverse act of transforming an encrypted, unreadabl e message or piece
of information into a readable format.

adocument that can contain multiple files and folders and is compressed.
the science of encrypting information.

the science of breaking encryption schemes (ciphers).

symmetric cipher methods that encrypt a single bit of plaintext at atime.
symmetric cipher methods that encrypt groups of plaintext bits at atime.
apassword or code that is used to encrypt or decrypt information.

amethod of encryption where the encryption key can be calculated from
the decryption key and vice versa. The secrecy of the key is paramount to
the security of the information.



How to usethis
Users Guide

Contacting Aladdin

Registration and
Updates

Comments and
Suggestions

This User's Guide applies to both the Windows and Macintosh versions
of Private File. TheIntroduction provides general information that relates
to both platforms. The main functions of the program have been separated
into a Windows section and aMac OS section. Refer to the section that is
appropriate for you computer.

ThisUser’ s Guide assumes you know how to operate acomputer running
Windows or the Mac OS, and that you are familiar with common
terminology such as point, click, drag, and alias or shortcut. If you are not
familiar with these terms, please refer to the User’s Guide of your
computer to learn the basic operations.

Where applicable, numbered steps are given for completing a procedure.

The User’s Guide is designed to help you utilize all aspects of the
program.

Be sureto fill out and mail the enclosed Registration card. Doing so will
ensure you are notified of updates and new releases. Y ou will also be
eligible for Technical Support.

Aladdin Systems, Inc. is open to any suggestions that can enhance the
usability and features of Private File. Please address your correspondence
to Product Manager - Private File, and use any of the addresses listed
below.

Chapter 1: Introduction 5



Technical Support If you cannot find an answer in this User’s Guide, don’t forget to check
for additional information in the Read Me (and, if it exists, the User's
Guide Addenda) in the Private File folder on your computer. Technical
Support is availableto al registered users via email, phone, fax, or mail.
Please be sure to have the following information available prior to calling
Aladdin, or includeit in your email, fax, or letter:

» Write down your question or have a clear idea of the problem.

» Be prepared to duplicate the problem. Write down the steps you took
that caused the problem.

* Note any error messages.

* Note your computer model.

* Note your system version.

* Note the amount of RAM.

» Note your Private File version number.

Internet (Windows): win.support@al addinsys.com
Internet (Mac OS): support@al addinsys.com
Compuserve: 75300,1666

Web: http://www.a addinsys.com

FTP: ftp://ftp.aladdinsys.com

Phone: 408-761-6200
Fax: 408-761-6206

Mail:

Aladdin Systems, Inc.
Technical Support

165 Westridge Drive
Watsonville, CA 95076
USA

6 Chapter 1: Introduction



Private File for
Windows

This section contains instructions on how to use Private File on
acomputer running Windows 95 or NT 4.0. Instructions on how
to use Private File on a computer running the Mac OS are con-

tained in the section “ Private File for the Mac OS’.

Private File for Windows 7
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Requirements

Chapter 2: Installation

This chapter describes how to install Private File for Windows.

Private File operates on any Intel 80x86 or Pentium computer running
Windows 95 or WindowsNT 4.0, with 4 MB of free disk space, and aCD-
ROM drive.

Before You I nstall

| nstallation

Note: If you do not own a CD-ROM drive, contact Aladdin Systemsto
request Private File on diskette. Instructions are located immediately
before the Table of Contents.

We suggest you take afew moments now to compl etetheregistration card
and send it to Aladdin Systems (it’ s postage paid). If you register, we can
notify you of upgrades, new products, and specia offers. Youwill also be
eligible for Technical Support.

Theinstallation process puts several itemsinto your system and creates a
Private File directory on your hard disk.

1. InsertthePrivate File CD into your computer.

Important: If you have not modified the properties of your CD-ROM in
your System control panel, the installation program will automatically
begin once you insert the CD. Y ou should skip steps 2 - 4 and proceed
now to step 5. If you have disabled the ‘ Auto insert notification’ setting,
you will need to follow all the steps listed below.

Chapter 2: Installation 9



10 Chapter 2: Installation

Double-click (open) My Computer (theicon for your
hard drive).

Double-click (open) the CD-ROM drive containing
theinstallation CD.

Double-click the Private File.exeicon.

The Startup window appears. If you would like to proceed with
installation, click Yes. Clicking Cancel will abort the installation.

Click “Yes”

A number of progress dialogs appear that indicate the progress of
the installation preparation. A Welcome window appears. Read the
text for important information.

Click “Next.”

The Registration window appears asking you to register your copy
of Private File.

Enter your name, company name, and registration
number .

User Registration x| I

Pleasze fill in pour name, your company name, and product serial
number below,

Hame: IChristina Hembree

Compary: |Aladdin Systems, nc.

Serial: I

Aladdin
Systems

¢ Back I Hest > I Cancel |

Somefieldsmay be automaticaly filled in but you can modify them.
A company name is required, however you can type “none” if this



10.

isyour personal copy. The registration number can be found on the
first page of this User’s Guide and on the Registration card. Make
sureto enter it exactly asit appears.

Click “Next” when you have finished entering the
information.

The Confirmation window appears. To confirm theinformation you
entered in the Registration window, click “Yes.” To change any of
the information you entered, click “No” and repeat steps 7 and 8.

After you click “Yes’, the Software License Agreement appears.
Please read this entire document. If you do not accept the terms,
click No.

Click “Yes’ when you haver ead the SoftwareL icense
Agreement.

A dialog appears that lets you choose where to install the software.
Y ou can use the default or click the Browse button to navigate to a
different location.

Click “Next” toinstall the softwareinto the specified
folder.

A dialog appears that lets you choose where to install the shortcuts
under the Start menu. Y ou can use the default or click the Browse
button to select a different folder in which to place the shortcuts.

Chooze Desztination Location

Setup will inztall Private File in the following directon.
To install to thiz directony, click Mext.

Toinstall to a different directory, click Browse and select another
directary.

“r'ou can chooze not to install Frivate File by clicking Cancel to
exik Setup.

A’addi" Destination Directory
systems ’VC:\...\AIaddin SysternsiPrivate Fileh Browse... |

Cancel |

Chapter 2: Installation 11



11. Click “Next” toinstall the shortcutsinto the specified
folder.

The setup program thenfinishesinstallation. Y ouwill seeaprogress
bar indicating its status. Once complete, a window appears that
allows you to immediately view the Read Me file. We recommend
that you read this file now for important last minute information.

12. Click “Finish.”

Setup has successfully installed Private File on pour computer.

Setup can now let pou read the Readie file that contains the
last-minute updates and notes.

We alzo recommend that you run Private File to conbinue
installation.

A,addi” Click. Finish to complete Setup.
Systemns

< Back I Firizh I

13. You have now finished theinstallation process.

Uninstall If you decide to remove Private File:

1. Select “Uningtall Private File” from the Private File
folder in the Programs menu under the Start menu.

2. Click “Yes’ in the confirmation window.

The progress of the uninstall will be displayed.

Note: Any filesinthe Private File folder that were not installed by Private
File will not be deleted.

12 Chapter 2: Installation



Encrypting Files

S

PF Encrppt

Chapter 3. Encryption

Under Windows, the Private File applicationisinstalledin the Start menu,
and two shortcuts, PF Encrypt and PF Decrypt, are installed on the
desktop. Both shortcuts launch Private File. There are a variety of ways
to access the functions of Private File. Each aspect of PF Encrypt and the
encryption capabilities of Private File are described in detail in this
chapter.

There are avariety of ways to access the functions of Private File.

* You candrag and drop files and fol ders onto the desktop shortcut or the
application window.

* You can use the commands from the Encrypt menu in the application.

* You can select files and folders in Explorer and use the right mouse
button to access the shortcut menu.

There are also several locations to which you can save the encrypted files.

* You can save them to your hard drive in any folder you specify. Use
drag and drop or the “Encrypt” command.

* You can savethem directly to afloppy disk, aspecified folder, or make
them available to a program immediately after encrypting. Use the
“Encrypt and Send To” command.

 You can immediately attach them to an email to send to another user.
Use the “Encrypt and Mail” command.

Each method of encrypting files and folders as well as the locations to
which you can save them are described in the associated sections below.
The methods are listed first, followed by how to enter passwords, then
additional information on the locations.

Chapter 3: Encryption 13



Using drag and drop

Using application menu
commands

Encypt... Chrl+E
Encrypt and Send Ta... k
Encrypt and Mail... Crl+hd

Encryption Optiong...  Chrl+0

E it Bilt+F4

14 Chapter 3: Encryption

Private File provides easy drag and drop features to allow quick, hassle-
free encryption. Y ou can use the drag and drop features either with the
desktop shortcut or with the application window. When you drag and drop
with the left mouse button, thisis equivalent to selecting “Encrypt” from
the Encrypt menu. When you drag and drop to the application window
with the right mouse button, a shortcut menu will appear from which you
can choose any option.

1. Select thefilesand foldersto be encrypted with the
left mouse button.
To select more than one file or folder, hold down the appropriate

modifier key. The Shift key allows you to select consecutive files;
the Control key allows you to select non-consecutive files.

2. Dragthem onto the PF Encrypt desktop shortcut or
into the Private File application window.
When the selected files and folders are over the desktop shortcut or
application window, the cursor will change appearanceto include a

plussign (+). The application window isthe window with the words
“DROP FILESHERE TO ENCRYPT AND DECRYPT.”

Release the mouse button to encrypt the files and folders.

Y ou can encrypt files by launching Private File and using the commands
on the Encrypt menu. The commands are described in detail further inthis
chapter.

1. Double-click the PF Encrypt desktop shortcut or
select Private File from the Programs pop-up menu
under the Start menu.

2. Select achoice from the Encrypt menu.

3. Inthedialog window, select thefiles you want to
encrypt.

To select more than one file, hold down the appropriate modifier
key. The Shift key allowsyou to select consecutivefiles; the Control
key allows you to select non-consecutive files.

4. Click “Open.”



Using the right mouse
button in Windows
Explorer

Password Selection

Using the right mouse button to select filesis the easiest method for
encrypting files. It gives you easy accessin Explorer to all functions of
Private File. Thereis no need to launch the application.

1. Select thefilesand foldersto be encrypted.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutive files;
the Control key allows you to select non-consecutive files.

2. Right-click any of theiconsafter you have madeyour
selection.

In the shortcut menu that appears, you can access the Private File
sub-menu. Select an item from the sub-menu to encrypt your
selected files and folders.

Once you have indicated which files and folders to encrypt, you must
enter a password. Private File, by default, will then create afilein the
samefolder asthe original filesand foldersyou selected. (Y ou can change
the destination by changing the options. Thisis discussed later in this
chapter.) If you chooseto encrypt asinglefileor folder, i.e. “file.doc,” the
encrypted filewill be named “file.doc.pf.” If you choose to encrypt more
than onefile or folder, the encrypted file will be named “item.pf,” where
“item” isthe name of thefirst file or folder, alphabetically, in the filesto
be encrypted.

Important: It isvery important that you remember the password. Once a
fileisencrypted thereisno aternate method for retrieving theinformation
without the password.

1. Enter apassword in the box.

The password must be at least six charactersin length. It can contain
any letters, numbers, or symbols. As you enter the password, the
characters are displayed as asterisks.

Private File can generate a password for you. To do so, click the
“Generate” button. A readable random password is then displayed.
Y ou can modify this password.

2. Click in the second box, or press Tab, once you have
entered a password.

Chapter 3: Encryption 15



Menu Commands

Encrypt

16 Chapter 3: Encryption

Private File - Encryption Password

3. Reenter the password in the second box.

Asyou re-enter the password, the characters are displayed as
asterisks. Oncethe password matches, the“ OK” button will become
available.

4. Click “OK” onceyou havere-entered the password.

Y ou will see awindow containing four progress bars. The first progress
bar indicates the compression of the filesinto atemporary archive. The
second progress bar indicates the encryption of the archive. The third
progress bar indicates the secure deletion of the temporary archive. The
fourth progress bar indicates the secure del etion of the original files, if the
options are set to do so.

A copy of thefilesand folders you originally selected are now encrypted
and can be stored on your machine, filed as a backup, or transmitted to
another user - al securely.

Y ou can encrypt files by launching Private File and using the commands
on the Encrypt menu. Each command is described below.

The“Encrypt” command saves the files you specify to the location set in
the Destination Preferences. Thisistypically afolder on your hard drive.
If you have not changed the default, the encrypted file will be saved to the
same folder as the files and folders you choose to encrypt.



Encrypt and Send To

Adding amenu item

Encrypt and Mail

The“Encrypt and Send To” command enablesyou to save encrypted files
automatically to afloppy disk, or make them available to a program
immediately after encrypting. (To make anew program available, seethe
next section.) Thisisaconvenient way to savefilesand foldersto afloppy
disk for transferring to another computer or user.

Y ou can customize the “ Encrypt and Send To” menu by adding or
deleting items. Use the process outlined below to include new
destinations or applications to which you will want to send encrypted
files.

1. Click the Start button with the right mouse button.

2. Select “Explore’ from the pop-up menu.
The Windows Explorer window appears.

3. Double-click the“SendTo” item in theleft side of the
window.

The right side of the window will display the items in that folder.
These aretheitemsthat appear in the“ Encrypt and Send to” pop-up
menu.

4. Toadd anitem, createashortcut toit in thisfolder.

5. Toddetean item, deletetheshortcut from thisfolder.

If you are unsure how to create a shortcut or perform any other actions
described above, refer to the User’ s Guide for your computer or Windows
for more information.

One of the most common methods of transmitting data acrossthe Internet
isviaemail. Many users attach filesto send to customers, employees, and
potential clients. Valuable information may be transferred. Private File
gives you the ahility to easily encrypt files and mail them.

The“Encrypt and Mail” command allowsyou to encrypt filesand folders
and immediately attach them to an email. Thisis a convenient way to
encrypt and send sensitive information over the Internet.

Windows Messaging (MAPI) is a subsystem of Windows that allows
programs to accept commands from other programs. Some programs can

Chapter 3: Encryption 17



Enabling Windows
Messaging

Enabling Eudoraasa MAPI
server

18 Chapter 3: Encryption

be MAPI serversand thus can create an email, attach afile, addressit, and
other options. To determine whether your mail program is MAPI
compatible, check the User’s Guide or contact the devel oper. Y ou may
need to enable the MAPI server in your mail program in order for it to
function with Private File. For an example on how to make your mail
program MAPI compatible, read the next two sections.

If Windows MAPI Messaging support is not installed, you will need to
install it to use the “ Encrypt and Mail” option. To do so, follow the steps
below.

1. Choose Control Panelsfrom the Settings pop-up
menu under the Start menu.

2. Double-click “Add/Remove Programs.”
3. Select the“Windows Setup” tab.

4. Check the*Microsoft Exchange’ or “Windows
Messaging” checkbox.

5. Click “Apply.”

Windows Messaging should be enabled and you should be able to use
Encrypt and Mail. For an example of how to enable a specific mail
program, read the next section.

If you want to use an email program other than the System default email
program, you will need to ensure it is enabled asa MAPI server. Below
are directions for setting up Eudoraasa MAPI server.

1. Launch Eudora.

2. Select “Options...” from the Tools menu.

3. Select the®*MAPI” Category in theleft column.

4. Click the“Always’ radio button for the“Use Eudora
MAPI server” option.

Eudora should now be used when you select “ Encrypt and Mail.”



Options

Encryption

Delete originals after
encryption

Encrypt originals instead of
shortcuts

To access the encryption options for Private File, double-click the PF
Encrypt desktop shortcut or, from the Start menu, select the Private File
program icon. Then select “Options...” from the Encrypt menu.

If this option is checked, the files and folders you choose to encrypt will
be securely deleted when the encryption process is complete. Enabling
thisoption can be useful if you want to deletethe original filesand folders
amagjority of the time. Use this option with caution. If you are unsure
whether you will want the original, it is best to leave this option off. This
option is off by default.

Private File - Encryption Options

If this option is checked, choosing to encrypt a shortcut will cause the
origina file to be encrypted instead, |eaving the shortcut untouched. If
you really want to encrypt the shortcut, uncheck the box. This option
affects shortcuts for both files and folders. This option is on by default.

Chapter 3: Encryption 19



Encrypt each item as an
individual archive

If this option is checked, when you select multiple files and foldersto
encrypt, each one is encrypted into a separate file. If thisoptionis
disabled, al thefiles and folders you select are encrypted into one
common file. This option is off by default.

Destination

20 Chapter 3: Encryption

Note: If thisoption ischecked, you will be asked to enter anew password
for each encrypted file. Y ou can choose to cancel the encryption on a
singlefile or folder when you are prompted for its password. However,
only that onefile or folder will not be encrypted. Y ou will continue to be
asked for a password for each subsequent file or folder.

If you set the option to “ Ask each time,” you will be prompted each time
for thelocation of the encrypted file. Y ou can a'so modify the name of the
encrypted file.

If you set the optionto “Use:,” you can specify the same folder to be used
every time. To select afolder, click the “Browse” button and navigate to
the desired location. Y ou can also typeit in manually. If the destination

folder does not exist, Private File will prompt you to confirm its creation.

The default destination for an encrypted fileis“ Samefolder asoriginal
files.” Thiswill createthe encrypted filein the samefolder asthe original.

Private File - Encryption Options




Default Options

One-time Options

On the desktop

On each panel of options, thereisa*“Defaults’ button in the lower left
corner. Selecting this button reverts the options on that panel only to the
default settings.

Using the right mouse button to select files gives you the ability to set one-
time options for an encryption process. These options only take effect for
the current encryption process. Once finished, they will revert to their
previous settings. Y ou can use one-time options while selecting files on
your desktop or by dragging to the application window.

Follow these steps to set one time options by selecting files on your
desktop.

1

Select the filesand foldersto be encrypted.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutivefiles;
the Control key allows you to select non-consecutivefiles.

Right-click any of theiconsafter you have made your
selection.

In the shortcut menu that appears, you can access the Private File
sub-menu. Select an item from the sub-menu to encrypt your
selected files and folders.

Select “Encrypt with Options’ from the Private File
sub-menu.

The options window will be displayed and you can modify the
options.
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With the application window When you drag and drop to the application window with the right mouse
button, you will see ashortcut menu from which you can choose* Encrypt
with Options.”

1. Select thefilesand foldersto be encrypted with the
left mouse button.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutivefiles;
the Control key allows you to select non-consecutive files.

2. Dragthem intothe Private File application window.
The Private File shortcut menu appears.

3. Sdlect “Encrypt with Options’ from the Private File
shortcut menu.

The options window will be displayed and you can modify the
options.
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Decrypting Files

PF Decrypt

Using drag and drop

Chapter 4. Decryption

Under Windows, the Private File applicationisinstalledin the Start menu,
and two shortcuts, PF Encrypt and PF Decrypt, are installed on the
desktop. Both shortcuts launch Private File. There are a variety of ways
to access the functions of Private File. Each aspect of PF Decrypt and the
decryption capabilities of Private File are described in detail in this
chapter.

There are avariety of ways to access the functions of Private File.

* You candrag and drop files and fol ders onto the desktop shortcut or the
application window.

* You can use the commands from the Decrypt menu in the application.

* Youcanselect filesin Explorer and use the right mouse button to access
the shortcut menu.

Each method of decrypting filesisdescribed below aswell ashow to enter
passwords.

Private File provides easy drag and drop features to allow quick, hassle-
free decryption. Y ou can use the drag and drop features either with the
shortcut or with the application window. When you drag and drop with
the left mouse button, thisis equivalent to selecting “ Decrypt” from the
Decrypt menu. When you drag and drop to the application window with
the right mouse button, you will see the shortcut menu from which you
can choose any option.
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Select thefilesto be decrypted with the left mouse
button.
To select more than one file or folder, hold down the appropriate

modifier key. The Shift key allows you to select consecutive files;
the Control key allows you to select non-consecutive files.

Drag them onto the PF Decrypt desktop shortcut or
into the Private File application window.

When the selected files and folders are over the desktop shortcut or
application window, the cursor will change appearanceto include a

plussign (+). The application window isthe window with the words
“DROP FILESHERE TO ENCRYPT AND DECRYPT.”

Release the mouse button to decrypt the files.

Us ng app| ication menu  You can decrypt files by launching Private File and using the commands
on the Decrypt menu.

commands

Decrypt
Diecrypt... Clrl+D

[Drecryption Options...  Cil+P
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1

Double-click the PF Decrypt desktop shortcut or
select Private File from the Programs pop-up menu
under the Start menu.

Choose “ Decrypt...” from the Decrypt menu.

In the dialog window, select the files you want to
decrypt.

To select more than one encrypted file in a specific folder, hold
down the appropriate modifier key. The Shift key allows you to

select consecutive files; the Control key allows you to select non-
consecutive files. All the selected files must be Private File files.

Click “Open.”



Using the right mouse
button in Windows
Explorer

Password
Verification

Options

Using the right mouse button to select filesis the easiest method for
decrypting files. It gives you easy accessin Explorer to all functions of
Private File. Thereis no need to launch the application.

1. Select thefilesto be decrypted.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutive files;
the Control key allows you to select non-consecutive files.

2. Right-click any of theiconsafter you have madeyour
selection.

In the shortcut menu that appears, you can access the Private File
sub-menu. Select an item from the sub-menu to encrypt your
selected files and folders.

Once you have indicated which files to decrypt, you must enter the
password used to encrypt the files. If the password you enter is correct,
you will see awindow containing four progress bars. The first progress
bar indicates the decryption of the file you selected into a temporary
archive. The second progress bar indicates the decompressing of the
archive. The third progress bar indicates the secure deletion of the
temporary archive. The fourth progress bar indicates the secure deletion
of the original encrypted files, if the options are set to do so.

If the password you enter isincorrect, adialog will appear to inform you.
The program does not provide a second chance to enter the correct
password. To retry, you will need to begin the decryption process again.

That'sit - you now have the original, decrypted information.

To access the options for PF Decrypt, double-click the PF Decrypt
desktop shortcut or, from the Start menu, select the Private File program
icon. Then select “Options...” from the Decrypt menu.
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Decryption

Delete originals after
decryption

Warn if any selected or
dropped files cannot be
processed

Destination
Destination
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If thisoption is checked, theitems you choose to decrypt will be securely
del eted when the decryption processis complete. Enabling thisoption can
be useful if you want to delete the original items a mgjority of the time.
Use this option with caution. If you are unsure whether you will want the
original, it is best to leave the option off. This option is off by default.

Private File - Decryption Options

[Destinaton | CossPlatiora|

v

When this option is checked, adialog will be displayed when some
selected files were not encrypted files and thus cannot be decrypted. If
you uncheck the box, no dialog will be displayed and files that are not
encrypted will not be decrypted.

If you set the option to “ Ask each time,” you will be prompted each time
for the destination folder of the decrypted items.

If you set the option to “Use:,” you can specify the same folder to be used
every time. To select afolder, click the “Browse” button and navigate to
the desired location. Y ou can also typeit in manually. If the destination
folder does not exist, it will prompt you to confirm its creation.

The default destination for the decrypted itemsis“Same folder as
original files.” Thiswill create the decrypted items in the same folder as
the original encrypted file.



Create Surrounding Folder

Cross-Platform

Convert text filesto Windows
format

Private File - Decryption Options

Thisoption allowsyou to specify when asurrounding folder is created for
thefilesin an encrypted file.

If the option is disabled, the decrypted files will be decrypted into the
destination folder.

If theoptionisset to“Always,” the decrypted itemswill always be placed
inside a newly created sub-folder of the destination folder. The name of
the sub-folder is based on the name of the encrypted file.

If the optionisset to “When the ar chive containsmultiplefiles’ and the
encrypted file contains more than one file or one folder, the decrypted
itemswill be placed inside a newly created sub-folder of the destination
folder. The name of the sub-folder is based on the name of the encrypted
file. No surrounding folder is created if only one item is encrypted.

The default is“When the archive contains multiple files.”

Different systems use a variety of charactersto specify the end of aline.

If the option is disabled, Private File does not convert any end of line
characters in decrypted text files.

If the option isset to “When they contain text,” Private File convertsall
decrypted files that contain text to the format used by Windows.
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Save filesin MacBinary
format

If the option is set to “Always,” Private File aways converts any end of
line characters in decrypted text files to the format used by a Windows.

Important: If you set this option to “Always,” any binary filethat is
decoded will be damaged. Y ou should only use the “ Always’ setting if
you are positive the encrypted file contains no binary files.

Default Options
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The default is “When they contain text.”

Private File - Decrpption Options

Decr_l,lptionl Destination  Cross-Flatform |

¥ Convert text files to Windows farmat:
& Wihen they contain test
0 Always

Different spstems uze different characters to specify end of line. This option
converts text files decrwpted from nonwindows fles into “windows format.

[~ iSave files in MacBinary format;

£ when they contain a resource fork
 Always
M acintazh filez may contain one or bwo forks: a data fark andfor a resource fork.

Private File always zaves the data fork; to preserve the resource fork, enable
M acBinary output format,

Drefaults | QK I Cancel | Help |

Most Macintosh files may contain one or two ‘parts’ (forks): adatafork
and/or aresource fork.

If the option is disabled, Private File does not preserve the resource fork
in any decrypted files.

If the option is set to “When they contain aresourcefork,” Private File
preserves the resource fork in al decrypted files that contain aresource
fork.

If theoptionissetto“ Always,” Private File alwayspreservesthe resource
fork inall decryptedfiles. “ Always’ will always output a MacBinary file.
Use this option with caution.

The default setting is with the option disabled.

On each panel of options, thereisa*“Defaults” button in the lower left
corner. Selecting this button reverts the options on that panel only to the
default settings.



One-time Options

On the desktop

Using theright mouse button to select files gives you the ability to set one-
time options. These options only take effect for the selected decryption
process. Oncefinished, they will revert to their previous settings. Y ou can
use one-time options while selecting files on your desktop or by dragging
to the application window.

Follow these steps to set one-time options by selecting files on your
desktop.

1

Select thefilesto be decrypted.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutive files;
the Control key allows you to select non-consecutive files.

Right-click any of theiconsafter you have made your
selection.

In the shortcut menu that appears, you can access the Private File
sub-menu. Select an item from the sub-menu to encrypt your
selected files.

Select “ Decrypt with Options” from the Private File
sub-menu.

The options window will be displayed and you can modify the
options.
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With the application window When you drag and drop to the application window with the right mouse
button, you will see the shortcut menu from which you can choose
“Decrypt with Options.”

1. Select thefilesand foldersto be decrypted with the
left mouse button.

To select more than one file or folder, hold down the appropriate
modifier key. The Shift key allows you to select consecutivefiles;
the Control key allows you to select non-consecutive files.

2. Dragthem intothe Private File application window.
The Private File shortcut menu appears.

3. Select “Decrypt with Options’ from the Private File
shortcut menu.

The options window will be displayed and you can modify the
options.
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v Toolbar
v Statuz Bar

Chapter 5: Help and
Other Options

Private File allows you customize the look of the program. The View
menu allowsyou to display or hide various features of Private File. There
isalso extensive online help. The Help menu lists the ways to access help.

The View menu contains two options. Toolbar and Status Bar.

The Toolbar isthe display of iconsthat is originally placed immediately
below the menu bar. It is a detachable toolbar that you can move around
your screen or “dock” at one of the four sides of the application window.

Y ou can also chooseto hidethe Toolbar. Select “ Toolbar” under the View
menu. Thisremovesthe check fromin front of the menu choice and hides
the Toolbar. If at any time you wish to access the Toolbar again, select
“Toolbar” under the View menu. This places acheck in front of the menu
item.

=lwliElc]| Elal ©ex 2l

The Status Bar is the area beneath the application window. It displaysthe
status of the current operation or information about the location your
cursor is above.

To hidethisbar, select “ Status Bar” under the View menu. Thisremoves
the check from in front of the menu choice and hides the Status Bar. If at
any time you wish to view the Status Bar again, select “ Status Bar” under
the View menu. This places a check in front of the menu item.
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Help menu

I ndex

Contents

Context Help

How to Use Help

How to Get Support

Aladdin on the Web

About Private File

The Help menu gives you several ways to learn more about Private File.
The following options are available:

* Index

* Contents

* Context Help

* How to Use Help

* How to Get Support
* Aladdin on the Web
« About Private File

Index provides alisting of ‘how to’ topics and commands availablein
Private File. If you are having difficulty with one of thelisted items, click
it for additional information.

Contents provides alternate means of accessing Private File'sHelp. You
can select an item from the Contents panel, view alist of specific topics
on the Index panel, or find a particular topic on the Find panel.

Context Help gives you the ability to click on an item to obtain
information about its function. Once you have chosen Context Help from
the Help menu, or Toolbar, the cursor changes to a question mark (?).
Private File waits until you click

an item and then displays Help for it.

How to Use Help shows you simple instructions on how to obtain
information on a particular Help topic or item. This section contains
Contents, Index, and Find panels for topics on how to utilize Help.

How to Get Support displaysinformation on contacting Aladdin Systems.

When you select thisitem, an attempt will be made to launch your web
browser and go to our Web site. Depending on your settings, this may
initiate an Internet connection.

About Private File displays the startup screen with information about the
Private File product team. Y ou can also find your Registration number in
this window.
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Private File for the
Mac OS

This section contains instructions on how to use Private File on
a computer running the Mac OS. Instructions on how to use
Private File on a computer running Windows 95 or NT 4.0 are
contained in the section “Private File for Windows.”
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Requirements

Before You Install

I nstallation

Chapter 6: Installation

This chapter describes how to install the Private File package under the
Mac OS.

Private File operates on any computer running Mac OS 7.0.1 or later with
at least 1 MB of available RAM, a hard drive with approximately 1 MB
of available hard disk space, and a CD-ROM drive.

Note: If you do not own a CD-ROM drive, contact Aladdin Systems to
regquest Private File on diskette. Instructions are located immediately
before the Table of Contents.

We suggest you take afew moments now to compl etetheregistration card
and send it to Aladdin Systems (it’ s postage paid). If you register, we can
notify you of upgrades, new products, and specia offers. Y ouwill also be
eligible for Technical Support.

The installation process puts several itemsinto your System folder and
creates a Private File folder on your hard disk. After installation, refer to
the document “What was Installed (and Where)” in the Read Us First!
folder, inside the Private File folder, for a complete list of files that are
installed.

1. Restart your computer with only the extensions
necessary for reading a CD-ROM.
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2.

Under System 7.5 and later, use the Extensions Manager control
panel to set up your extensions, then choose Restart from the Specia
menu. Under System versions prior to 7.5, you will need to
manually remove the unnecessary extensions. Doing this disables
all unnecessary extensions on your computer. Thisisimportant to
avoid any extension conflicts during installation. Y ou will restart
your computer after you install Private File.

Insert the Private File CD into your computer.

Important: If QuickTime™ isinstaled in your computer and you have
not modified the QuickTime™ Settings control panel, the installation
program will automatically begin once you insert the CD. Y ou should
skip step 3. If you have disabled the ‘ Enable CD-ROM AutoPlay’ setting,
you will need to follow all the steps listed below.

3.

Double-click the I nstaller icon on the disk.

E[0= Private File ==
1itern 426.2 MB in disk

Private File™ Installer

2] E2

[

B[]

A “splash screen” appears.

Click “Continue.”

A Welcome window appears. This dialog contains last-minute
changes and other important information. Y ou can save or print this
information by clicking the appropriate button.

Click “Continue” when you havefinished reading the
information.

The registration dialog then appears, asking you to register your
copy of Private File.

Enter your name, organization (if applicable), and
registration number.
The registration number can be found on the Registration card and

on the title page of this User’s Guide. Make sure to enter it exactly
asit appears.



Fleaze enter your name, organization, and registration number below,

Narne : |Chr1'st1'na Hembree |

Organization: | Aladdin Systemns, Inc) |

Registration Murnber : | |

[ cancel ] | Register ]|

Ee sure to zend in your Registration Card for free technical
support, upgrade notices, and special offers on Aladdin products.

7. Click “Register” when you havefinished entering the
information.

The Installation dialog appears next.

@ Private File™

Install Private File™ 2.0.

Installation requires: 1029K

[ ouit ][ instan |

8. Click “Install” to continue.

A dialog box appears that lets you choose where to install the
software.

Use the Folder pop-up menu

to choose a higherdevel directory The name of the current disk.

»
=Koch
£ Aladdin s fiect
0 Apps
Desktop

Click the Desktop button
to show all the items that
appear on your desktop,

B

=l

Install software into folder: Cancel

Private File™ Folder |

Thiz shows the name of
the folder being installed.
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Usethisdialogto point to the place on your hard disk
whereyou want toinstall thePrivate Filefolder, then
click “Install.”

Y ou can create anew folder or choose another hard drive as the
installation destination.

Once you have chosen where you want to install Private File and
clicked the Install button, adialog displays the progress of the
installation:

] ]
Installing...
File: 5 of 15 items.

™

Thiz installer was created with Stufflt Installertlaker™
£ 1993-96 Aladdin Systems,Inc.  www aladdinsys.com

Note: Theactual number of itemsthat areinstalled on your computer may
vary depending on your system configuration.

10.

When all the files have been installed, the following dialog box
appears:

Installation was successful.

Click “OK™ to complete theinstallation process.

Y ou will need to enable the extensions that were disabled at the
beginning of installation. Y ou should also enable the True Finder
Integration control panel that wasinstalled with Private Filein order
to use all of the capahilities of the program. Once you have enabled
your extensions, restart your computer.

11. You have now finished theinstallation process.



Encrypting Files

Using drag and drop

O

PF Encrypt™

Chapter 7. Encryption

On the Macintosh, Private Fileis comprised of two separate applications,
PF Encrypt and PF Decrypt, and Magic Menu. Aliasesto PF Encrypt and
PF Decrypt areinstalled onto the desktop for easy access. The PF Encrypt
alias launches the PF Encrypt application; the PF Decrypt alias launches
the PF Decrypt application. Y ou can use drag and drop features with each
aliasto perform different tasks. Each aspect of PF Encrypt isdescribed in
detail in this chapter.

PF Encrypt is one of two applications, PF Encrypt and PF Decrypt,
installed by Private File. There are a number of ways to accessits
functionality. Y ou can usethe aias or the programicon for drag and drop
functions or you can launch the application and use the commands from
the File menu.

PF Encrypt provides easy drag and drop features to allow quick, hassle-
free encryption. Y ou can drag and drop onto the alias on your desktop or
onto the program icon in the Private File folder.

1. Select thefilesand foldersto be encrypted.

To select morethan onefile or folder, hold the Shift key downwhile
single-clicking each one.

2. Dragthem onto the PF Encrypt icon.

Y ou can drag the files and folders onto the alias on the desktop or
onto the program icon in the Private File folder. When the icon
highlights, release the mouse button.
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Us ng the app| ication Alternately, you can encrypt files and folders by launching Private File
and using the commands under the File menu.

1. Double-click the PF Encrypt program or aliasicon.
2. Choose“Encrypt...” from the File menu.

3. Select thefilesand folder syou want to encrypt in the
left side of the window and click “ Add.”

£ games ¥ | 244.75 MB free on: 1 1€MS 10 Encrypt:
Bﬂ]“gship 1.5 <] —= Pooh <% Gobbler 1.0.3 ||
Bl Cotlumns 1.1
[ Maelstrom §
[T1shanghai Desktop
B simAnt™ Color
@& spectre 1.0
[ spin Doctor Folder [ Ada > ]
[OTetris Max 2.2 §
] |
]
[ Delete items when Tinished
[cancel . ] [Encrypt =E]

Do thisfor each file and folder you want to include. The files and
foldersthen appear intheright, “ ltemsto Encrypt:”, column. To add
all the files and folders in the left side of the window, hold the
Option key down. The “Add” button changesto “Add All.”

Toremove afile or folder from the “Itemsto Encrypt:” list, smply
select it and click the “Remove” button. To remove all the files and
folders from the right side of the window, hold the Option key
down. The “Remove” button changes to “Remove All.”

To delete the files and folders you are encrypting after the
encryption process is complete, check the “ Delete items when
finished” check box.

4. Click “Encrypt.”

Once the “Itemsto Encrypt:” list displays al the files and folders
you want in a particular file you can click “Encrypt.”
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Password Selection

Once you have indicated which files and folders to encrypt, you must
enter a password. PF Encrypt, by default, will then create afilein the
samefolder asthe origina filesand foldersyou selected. If you chooseto
encrypt asinglefile or folder, i.e. “file,” the encrypted file will be titled
“file.pf.” If you choose to encrypt more than one file or folder, the
encrypted file will be titled “archive.pf.”

Important: It isvery important that you remember the password. Once a
fileisencrypted thereisno aternate method for retrieving theinformation
without the password.

1. Enter apassword in thebox.

Enter a password for the file “Gobbler
1.0.3.pf":
[Eenerate Handum] [ Cancel ][[ 114 ]]

The password must be at least six charactersin length. It can contain
any letters, numbers, or symbols. Asyou enter the password, the
characters are displayed.

Private File can a so generate apassword for you. To do so, click the
“Generate Random” button. A random password is then displayed.
Y ou can modify this password.

2. Click “OK.”

Y ou will be prompted to re-enter the password. Thistime, the
characters of the password are displayed as bullets.

3. Click “OK” onceyou have re-entered the password.

Y ou may see anumber of progress bars depending on the time each
operation takes to complete. The first would indicate the compression of
the filesinto atemporary archive. A second progress bar would indicate
the encryption of the archive. A third progress bar would indicate the
secure deletion of the temporary archive.

If you have modified the preferences to do so, you may also see afourth
progress bar that indicates the secure deletion of the original files.

A copy of thefilesand folders you originally selected are now encrypted
and can be stored on your machine, filed as a backup, or transmitted to
another user - al securely.
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Pr efer ences

To access the preferences for PF Encrypt, double-click the PF Encrypt
program or aliasicon. Then select “ Preferences...” from the File menu.

Note: When you change the preferences, they are also reflected in the
preferences for Magic Menu.

Encryption Preferences

Delete originals after
encrypting

Encrypt originals instead of
aliases
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Hili]
@ | [ Delete originals after encrypting

This deletes your original files after they hawe been encrypted.
Encryption

g ] Encrypt originals instead of aliases

If you try to encrypt an alias, this encrypts the original instead.

Destination . o .

[JEncrypt each item as an individual archive
Fultiple iterns are each encrypted into their own docurnent, rather
than being encrypted into ane single document containing a1l the ftems.

el

[Eancel] [[ 114 ]]

If this option is checked, the files and folders you choose to encrypt will
be securely deleted when the encryption process is complete. Enabling
this preference can be useful if you want to delete the original files and
folders amgjority of the time. Use this option with caution. If you are
unsure whether you will want the original, it is best to |eave this option
off. This option is off by default.

Alternately, you can select the“ Delete itemswhen finished” check box in
the “Items to Encrypt” dialog box when encrypting viathe application.

If this option is checked, choosing to encrypt an alias will cause the
original fileto beencrypted instead. If you really want to encrypt thealias,
uncheck the box. This option is on by default.

Note: When this option is disabled, it only affects encryption initiated
through the Magic Menu or the application’s File menu. This option
cannot be disabled for drag and drop operations.




Encrypt each item as an
individual archive

If this option is checked, when you select multiple files and foldersto
encrypt, each one is encrypted into a separate file. If thisoptionis
disabled, al thefiles and folders you select are encrypted into one
common file. This option is off by default.

Destination Preferences

Note: When this option is checked, you will be asked to enter a new
password for each encrypted file. Y ou can chooseto cancel the encryption
on asinglefile or folder when you are prompted for its password.
However, only that one file or folder will not be encrypted. Y ou will
continue to be asked for a password for each subsequent file or folder.

71
@ Destination
Encryption @ Same as Original
‘ O Ask
Destination 2 Use

Choosze the destination for your encrypted files, You can hawe the files
placed in the sarme folder as the original, have the program ask you each
time, or have the program always place the files in a selected folder.

<

(cancet | [[ ok

If you set the preferenceto “ Ask,” you will be prompted each timefor the
name and destination folder of the encrypted file.

If you set the preferenceto “Use,” you can set afolder into which all
encrypted files and folders will be placed. To select afolder, click the
“Select...” button and navigate to the desired location.

The default destination for an encrypted fileis“SameasOriginal.” This
will create the encrypted file in the same folder as the orignal.
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One-time Preferences

Option key

Control key
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Using the control or option keys gives you the ability to set one-time
options for an encryption process. These options only take effect for the
current encryption process. Once finished, the preferences will revert to
their previous settings.

If you hold the Option key down while encrypting files and folders, a
dialog box appearsthat letsyou change the preferencesfor that encryption
process.

If you hold the Control key down while encrypting files and folders, the
selected file will be securely deleted after successful encryption. Usethis
option with caution. If you are unsure whether you will want the original,
it is best not to use this option.



Decrypting Files

Using drag and drop

Y

=]
PF Decrypt™

Chapter 8: Decryption

On the Macintosh, Private Fileis comprised of two separate applications,
PF Encrypt and PF Decrypt, and Magic Menu. Aliasesto PF Encrypt and
PF Decrypt areinstalled onto the desktop for easy access. The PF Encrypt
alias launches the PF Encrypt application; the PF Decrypt alias launches
the PF Decrypt application. Y ou can use drag and drop features with each
aliasto perform different tasks. Each aspect of PF Decrypt isdescribed in
detail in this chapter.

PF Decrypt is one of two applications, PF Encrypt and PF Decrypt,
installed by Private File. There are a number of ways to accessits
functionality. Y ou can usethe aias or the programicon for drag and drop
functions or you can launch the application and use the commands from
the File menu.

PF Decrypt provides easy drag and drop features to allow quick, hassle-
free decryption. Y ou can drag and drop onto the alias on your desktop or
onto the program icon in the Private File folder.

1. Select thefilesto be decrypted.

2. Dragthem onto the PF Decrypt icon.

Y ou can drag the files onto the alias on the desktop or onto the
program icon in the Private File folder. When the icon highlights,
release the mouse button.

Note: You can aso double-click an encrypted filein order to decrypt it.
The results are the same as if you had dragged the item onto PF Decrypt.
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Us ng the app| ication Alternately, you can decrypt files by launching Private File and using the
commands under the File menu.

1. Double-click the PF Decrypt program or aliasicon.

2. Choose “ Decrypt...” from the File menu.

| File I

pecrypt...  *D 3. Select the item you want to decrypt.

Quit #0 4. Click “Decrypt.”
Passwor d Once you have indicated which files to decrypt, you must enter the
Ver ifi Cati on password used to encrypt thefiles.

The file, “Gobbler 1.0.3.pf"” has been protected
with a password. Enter it below before
continuing.

| |
[ Cancel ][[ oK ]]

If the password you enter is correct, you may see a number of progress
bars depending on the time each operation takes to complete. The first
would indicate the decryption of the file you selected into a temporary
archive. A second progress bar would indicate the expanding of the
archive. A third progress bar would indicate the secure deletion of the
temporary archive.

If you have modified the preferences to do so, you may also see afourth
progress bar that indicates the secure deletion of the encrypted files.

If the password you enter isincorrect, adialog will bedisplayed toinform
you.

You have entered an incorrect
password.

The program does not provide a second chance to enter the correct
password. To retry, you will need to begin the decryption process again.

That'sit - you now have the original, decrypted information.
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Pr efer ences To access the preferences for PF Decrypt, double-click the PF Decrypt
program or aliasicon. Then select “ Preferences...” from the File menu.

Note: When you change the preferences, they are also reflected in the
preferences for Magic Menu.

Decryption Preferences

.’) i [J Delete original after decryption
o) Thiz deletes the encrypted file once it has been successfully decrypted.
Crecry ption
g Convert text files to Macintosh format:
Destination @ When a file is known to contain text
) Never
i Rlways
Different systerns use different characters to specify end of Tine.
This option converts text files expanded from non-Macintozh files
into Macintosh format.
[
[ Cancel ] [[ [1].4 ]]
Delete original after If this option is checked, the items you choose to decrypt will be securely
decryption deleted when the decryption processis complete. Enabling this preference

can be useful if youwant to deletethe original item amagjority of thetime.
Use this option with caution. If you are unsure whether you will want the
original, it is best to leave the option off. This option is off by default.

Convert text filesto Different platforms use avariety of charactersto specify the end of aline.

Magintosh format If theoptionisset to“When afileisknown to contain text,” PrivateFile

convertsall decrypted filesthat contain text to the format used by the Mac
os.

If the option is set to “Never,” Private File does not convert any end of
line characters in decrypted text files.

If the option is set to “Always,” Private File aways converts any end of
line charactersin decrypted files to the format used by the Mac OS.
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Destination Preferences

Destination

Create Surrounding Folder
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If you set the preferenceto “Ask,” you will be prompted for the
destination folder of the decrypted files and folders.

If you set the preferenceto “Use,” you can specify the same folder to be
used every time. To select afolder, click the “ Select...” button and
navigate to the desired location.

.’) I Destination

- @ Same as original
Decryption Ask
Cilse | | [Select...
Choose the destination for newly decrypted files. You can have the files

placed in the same folder as the original, have the program ask you each

Destinati
estination time, or have the program always decrypt to a selected folder.

Create Surrounding Folder
@ When the archire contains multiple items
y Never
) Always

[Cancel] [[ 114 ]]

The default destination for decrypted filesis“Same as Original.” This
will create the decrypted filesin the same folder asthe original encrypted
file

This preference allows you to specify when a surrounding folder is
created for the filesin an encrypted file.

If the preferenceis set to “Never,” the decrypted itemswill be decrypted
into the destination folder.

If the preference is set to “ Always,” the decrypted items will aways be
placed inside a newly created sub-folder of the destination folder.

If the preferenceis set to “When the ar chive contains multipleitems,”
and the encrypted file contains more than one file or one folder, the
decrypted items will be placed inside a newly created sub-folder of the
destination folder. No surrounding folder is created if only oneitemis
encrypted.

The default is “When the archive contains multiple items.”



One-time Preferences Using the control or option keys gives you the ability to set one-time
options for adecryption process. These options only take effect for the
current decryption process. Once finished, the preferences will revert to
their previous settings.

Option key If you hold the Option key down while decrypting items, a dialog box
appears that lets you set one-time preferences for that decryption process.

Control key If you hold the Control key down while decrypting items, the selected file
will be deleted after successful decryption. Use this option with caution.
If you are unsure whether you will want the original, it is best not to use
this option.
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Decrypt

Encrypt

Encrypt and Mail
Preferences...

Encrypting Files

Encrypt

Encrypt and Mail

Chapter 9: Magic
Menu™

Once Private Fileisinstalled, Magic Menu appears in the Finder to the
right of the Special menu. If you aready own Stufflt Deluxe™, Stufflt
SpaceSaver™, or Aladdin Desktop Tools™, the Private Fileitemswill be
added to Magic Menu. Magic Menu makes it easy to perform Private
File stasks while in the Finder. Private File includes the following
functions under Magic Menu:

* Decrypt

* Encrypt

* Encrypt and Mail
* Preferences....

There are two encryption choices under Magic Menu. To use either
method, select the files and foldersto encrypt and then choose an option.
The methods are described in detail below, followed by instructions on
entering passwords.

The“Encrypt” command saves encrypted filesto your hard drive. This
method provides easy encryption from the Finder.

The “Encrypt and Mail” command saves encrypted files to your hard
drive, launches your email program, and attaches the encrypted fileto a
new message. This method provides a quick and secure way to encrypt
and transfer files over the Internet.
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Password Selection
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Thefollowing email clients are currently supported: AmericaOnline 3.0,
cc:Mail, Claris EMailer, Eudora, QuarterDeck Mail, and QuickMail Pro.

AOL Note: Only onefile can be automatically attached to an email
message.

QuickMail Pro Note: If QuickMail Proisnot running, the “Encrypt and
Mail” command will only launch the application. If QuickMail Prois
running, a new message will be created with the encrypted file attached.

QuarterDeck Note: QuarterDeck must be running and you must be
logged in for the “ Encrypt and Mail” command to work.

cc:Mail Note: QuarterDeck must be running and you must be logged in
for the “Encrypt and Mail” command to work.

1. Select thefilesand foldersto be encrypted.

To select more than onefile or folder, hold the Shift key downwhile
single-clicking each item.

2. Select anitem from Magic Menu.

Selecting “Encrypt” will save the encrypted filesto your hard drive.
Selecting “Encrypt and Mail” will save the encrypted files, launch
your email program, and attach the encrypted filesto anew

message.

Once you have indicated which files and folders to encrypt, you must
enter a password. PF Encrypt, by default, will then create afilein the
samefolder asthe origina filesand foldersyou selected. If you chooseto
encrypt asinglefile or folder, i.e. “file,” the encrypted file will be titled
“file.pf.” If you choose to encrypt more than one file or folder, the
encrypted file will betitled “archive.pf.”

Important: It isvery important that you remember the password. Oncea
fileisencrypted thereisno aternate method for retrieving theinformation
without the password.




Decrypting Files

1. Enter apassword.

The password must be at least six charactersin length. It can contain
any letters, numbers, or symbols. Asyou enter the password, the
characters are displayed.

Private File can a so generate apassword for you. To do so, click the
“Generate Random” button. A random password is then displayed.
Y ou can modify this password.

2. Click “OK.”

Y ou will be prompted to re-enter the password. Thistime, the
characters of the password are displayed as bullets.

3. Click “OK” onceyou havere-entered the correct
password.

Y ou may see anumber of progress bars depending on the time each
operation takes to complete. The first would indicate the compression of
thefilesinto atemporary archive. A second progress bar would indicate
the encryption of the archive. A third progress bar would indicate the
secure deletion of the temporary archive.

If you have modified the preferences to do so, you may also see afourth
progress bar that indicates the secure deletion of the original files.

A copy of thefilesand folders you originally selected are now encrypted
and can be stored on your machine, filed as a backup, or transmitted to
another user - all securely.

To decrypt files viaMagic Menu:

1. Select thefilesand foldersto be decrypted.

To select morethan onefileor folder, hold the Shift key downwhile
single-clicking each one.

2. Choose “Decrypt” from Magic Menu.
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Password Verification

Pr efer ences
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Once you have indicated which files to decrypt, you must enter the
password used to encrypt the files.

The file, “Gohbler 1.0.3.pf* has been protected
with a password. Enter it below before
continuing.

| |
[cancel |[[ ok |

If the password you enter is correct, you may see a number of progress
bars depending on the time each operation takes to complete. The first
would indicate the decryption of the file you selected into a temporary
archive. A second progress bar would indicate the expanding of the
archive. A third progress bar would indicate the secure deletion of the
archive.

If you have modified the preferences to do so, you may also see afourth
progress bar that indicates the secure deletion of the original encrypted
files.

If the password you enter isincorrect, adialog will bedisplayed toinform
you.

You have entered an incorrect
password.

The program does not provide a second chance to enter the correct
password. To retry, you will need to begin the decryption process again.

That's it - you now have the original, decrypted information.

To access the preferences for Magic Menu options:

1. Select “Preferences...” from Magic Menu.

Note: These preference settings are global and will change the
preferences in PF Encrypt and PF Decrypt.




Encryption Preferences

Delete originals after
Encrypting

Encrypt originalsinstead of
aliases

If this option is checked, the files and folders you choose to encrypt will
be securely deleted when the encryption process is compl ete.

Enabling this preference can be useful if you want to delete the original
filesand foldersamajority of thetime. Usethisoption with caution. If you
are unsurewhether you will want theoriginal, it isbest to leave the option
off. This option is off by default.

[JDelete originals after encrypting
Thiz deletes your original files after they have been encrypted.

Q

Encryption

[ Encrypt originals instead of aliases
If you try to encrypt an alias, this encrypts the ariginal instead.

10}

Crectypti

=
3

[JEncrypt each item as an individual archive

Multiple iterns are each encrypted into their own document, rather
than being encrypted inta one single document containing all the items.

=
o,

B

Destination 3

[Eancel] [[ 114 ]]

Alternately, you can select the“ Del ete itemswhen finished” check box in
the “Itemsto Encrypt” dialog box when encrypting viathe application.

If this option is checked, choosing to encrypt an alias will cause the
origina fileto beencryptedinstead. If you really want to encrypt thealias,
uncheck the box. This option is on by default.

Note: When this option is disabled, it only affects encryption initiated
through Magic Menu or the application’s File menu. This option cannot
be disabled for drag and drop operations.
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Encrypt each item as an
individual archive

If this option is checked, when you select multiple files and foldersto
encrypt, each one is encrypted into a separate file. If thisoptionis
disabled, al thefiles and folders you select are encrypted into one
common file. This option is off by default.

Note: When this option is checked, you will be asked to enter a new
password for each encrypted file. Y ou can chooseto cancel the encryption
on asinglefile or folder when you are prompted for its password.
However, only that one file or folder will not be encrypted. Y ou will
continue to be asked for a password for each subsequent file or folder.

Decryption Preferences

Delete original after
decryption
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If this option is checked, the files and folders you choose to decrypt will
be securely deleted when the decryption process is compl ete.

i [JDelete original after decryption

Q

Thiz deletes the encrypted file ance it has been succes=fully decrypted.

Encryption

.’) Convert text files to Macintosh format:
A w0 @ When a file is known to contain text
ecryption
1 Never
O Always

Different systems use different characters to specify end of line.
This option converts text files expanded from non-Macintosh files
into Macintosh format,

[

Destination 3

(cancet ] [ ok

Enabling this preference can be useful if you want to delete the original
filesand folder amajority of thetime. Use this option with caution. If you
are unsure whether you will want the original, it is best to leave this
option off. This option is off by default.



Convert text filesto
M acintosh format

Mail Preferences

Different platforms use avariety of charactersto specify theend of aline.

If the option is set to “When afileisknown to contain text,” all
decrypted files that contain text are converted to the format used by the
Mac OS.

If the option is set to “Never,” Private File does not convert any end of
line characters in decrypted text files.

If the option is set to “Always,” Private File always converts any end of
line characters in decrypted files to the format used by the Mac OS.

The default is “When afileis known to contain text.”

Select your mail software:

Q

Encryption { America Online 3.0
a) O ce:Mail
g.@ 1 Claris Emailer
Dectyption O Fudora

O QuarterDeck Mail
) QuickMail Pro

® Ask

=
o

2y

Destination 3

[Eancel] [[ 1.4 ]]

This preference allows you to specify which mail client to use when you
choose to Encrypt and Mail. The following email clients are currently
supported: America Online 3.0, cc:Mail, Claris Emailer, Eudora,
QuarterDeck Mail, and QuickMail Pro.

Y ou can a'so set the preference to “ Ask” which prompts you to select an
email client each time you Encrypt and Mail.
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Destination Preferences
Decryption Destination

Create Surrounding Folder
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If you set the preference to “Ask,” you will be prompted for the
destination folder of the decrypted files and folders.

If you set the preference to “Use,” you can specify the same folder to be
used every time. To select afolder, click the “ Select...” button and
navigate to the desired location.

The default destination for decrypted files and foldersis“ Same as
Original.” Thiswill create the decrypted files in the same folder as the
original encrypted file.

This preference alows you to specify when a surrounding folder is
created for the filesin an encrypted archive.

If you set the preference to “Never,” the decrypted files and folders will
be decrypted into the destination folder.

If you set the preferenceto “ Always,” the decrypted filesand folderswill
always be placed inside a newly created sub-folder of the destination
folder.

The default is “When the archive contains multiple items.”

Decryption Destination
@ Same as original

6 . 1 Ask
ncH! 10N { H
uF i Use | i select...

Create Surrounding Folder
@ When the archive contains multiple items
1 Mever
) Always

Q

Q

Decryption

Encryption Destination
@ Same as original
Ask

Destination |7 Cilse | i [Select...
[Eancel] [[ 1] 4 ]]

i

If the preference is set to “When the ar chive contains multipleitems’
then, if the encrypted file contains more than one file or one folder, the
decrypted files and folders will be placed inside a newly created sub-
folder of the destination folder. No surrounding folder is created if only
item is encrypted.



Encryption Destination

One-time Preferences

Option key

If you set the preferenceto “ Ask,” you will be prompted each timefor the
name and destination folder of the encrypted file.

If you set the preference to “Use,” you can set afolder into which all
decrypted files and folders will be placed. To select the folder, click the
“Select...” button and navigate to the desired location.

The default destination for an encrypted fileis“SameasOriginal.” This
will create the encrypted file in the same folder asthe original.

Using the control or option keys gives you the ability to set one-time
options for an encryption process. These options only take effect for the
current encryption process. Once finished, the preferences will revert to
their previous settings.

If you hold the Option key down while encrypting or decrypting filesand
folders, adialog box appearsthat lets you change the preferences for that
encryption process.
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Aladdin Systems
License Agreement

Thisisalega agreement between you and Aladdin Systems, Inc.
(“Aladdin™). Be sure to read the following agreement before using the
software. BY USING THE SOFTWARE, YOU ARE AGREEING TO
BE BOUND BY THE TERMS OF THISAGREEMENT. IFYOU DO
NOT AGREE TO THE TERMS OF THISAGREEMENT PROMPTLY
RETURN THE ENTIRE PACKAGE (with all accompanying items)
FORA FULL REFUND.

GRANT OF LICENSE. Aladdin grants to you the non-exclusive right to
use the accompanying software program (the “ SOFTWARE”) and
accompanying documentation (“ Documentation”) on the following
terms.

Thisisatwo user license. As purchaser of the SOFTWARE, you may
make [up to] one additional copy of the SOFTWARE and provide that
copy to another user, provided that you provide such user with a copy of
thisAgreement and such user agrees to be bound by this Agreement. You
may not network the SOFTWARE and except as set forth above, you
may not make it available for use on more than one computer at the same
time.

COPYRIGHT. The SOFTWARE is owned by Aladdin and is protected
by United States and international copyright laws. Therefore, you must
treat the SOFTWARE like any other copyrighted material (e.g. abook or
musical recording) and may not copy the SOFTWARE except as
provided herein or (a) make one copy solely for backup or archival
purposes, or (b) transfer the SOFTWARE to asingle hard disk provided
you keep the original solely for backup or archival purposes. You may
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not copy the written materials accompanying the software.

OTHER RESTRICTIONS. You may not rent or lease the SOFTWARE,
but you may transfer the SOFTWARE and accompanying written
materials on a permanent basis provided you retain no copies and the
recipient agreesto the terms of this agreement. You may not
electronically transfer the SOFTWARE from one computer to another
except as provided for herein. You may not modify, adapt, trandlate,
reverse engineer, decompile, or disassemble the SOFTWARE.

DISCLAIMER OF WARRANTY AND LIMITED WARRANTY. THE
SOFTWARE AND ACCOMPANYING WRITTEN MATERIALS
(INCLUDING INSTRUCTIONS FOR USE) ARE PROVIDED “AS IS’
WITHOUT WARRANTY OF ANY KIND. FURTHER, ALADDIN
DOES NOT WARRANT, OR MAKE ANY REPRESENTATIONS
REGARDING THE USE, OR THE RESULTS OF THE USE, OF THE
SOFTWARE ORWRITTEN MATERIALSIN TERMS OF
CORRECTNESS, ACCURACY, RELIABILITY, CURRENTNESS, OR
OTHERWISE.

Aladdin warrants that the disks on which the SOFTWARE isrecorded is
free from defects in materials and workmanship under normal use for a
period of ninety (90) days from purchase. You may obtain areplacement
disk by returning the original disk to:

Aladdin Systems, Inc.

165 Westridge Drive

Watsonville, California, 95076-4167
United States of America

THISISA LIMITED WARRANTY AND IT ISTHE ONLY
WARRANTY MADE BY ALADDIN. THEREARE NO OTHER
WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FORA PARTICULAR
PURPOSE THAT ARE MADE BY ALADDIN ON THISALADDIN
PRODUCT. NO ORAL ORWRITTEN INFORMATION ORADVICE
GIVEN BY ALADDIN, ITSDEALERS, DISTRIBUTORS, AGENTS,
OR EMPLOYEES SHALL CREATE A WARRANTY ORIN ANY
WAY INCREASE THE SCOPE OF THISWARRANTY, AND YOU
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MAY NOT RELY ON SUCH INFORMATION ORADVICE. THIS
WARRANTY GIVESYOU SPECIFIC LEGAL RIGHTS. YOU MAY
HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO STATE.

NEITHERALADDIN NORANYONE ELSE WHO HAS BEEN
INVOLVED WITH THE CREATION, PRODUCTION, OR DELIVERY
OF THE SOFTWARE SHALL BE LIABLE FORANY DIRECT,
INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES
(INCLUDING DAMAGES FOR LOSS OF BUSINESS PROFITS,
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION,
AND THE LIKE) ARISING OUT OF THE USE OR THE INABILITY
TO USE THE SOFTWARE EVEN IFALADDIN HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE
SOM STATESDO NOT ALLOW THE EXCLUSION OR LIMITATION
OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL
DAMAGES OR THE LIMITATIONS OF DURATION OF
IMPLIEDWARRANTY, THEABOVE LIMITATIONS MAY NOT
APPLY TOYOU. Aladdin's entire liability and your exclusive remedy as
to the disk and the SOFTWARE shall be, at Aladdin's option, either (a)
return of the purchase price or (b) replacement of any defective disk.

EXPORT CONTROLS. Neither the SOFTWARE nor underlying
information or technology may be downloaded or otherwise exported or
reexported (i) into (or to anational or resident of) Cuba, Irag, Libya,
Yugoslavia, North Korea, Iran, Syria or any other country to which the
U.S. has embargoed goods; or (ii) to anyone on the U.S. Treasury
Department’s list of Specially Designated Nationals or the U.S.
Commerce Department's Table of Deny Orders. By downloading or
using the Software, you are agreeing to the foregoing and you are
representing and warranting that you are not located in, under the control
of, or anational or resident of any such country or on any such list.

In addition, if the SOFTWARE isidentified as a not-for-export product
(for example, on the box, media or in the installation process), then the
following applies: EXCEPT FOR EXPORT TO CANADA FOR USE IN
CANADA BY CANADIAN CITIZENS, THE SOFTWARE AND ANY
UNDERLYING TECHNOLOGY MAY NOT BE EXPORTED
OUTSIDE THE UNITED STATES OR TOANY FOREIGN ENTITY
OR “FOREIGN PERSON" ASDEFINED BY U.S. GOVERNMENT
REGULATIONS, INCLUDING WITHOUT LIMITATION, ANYONE
WHO ISNOT A CITIZEN, NATIONAL OR LAWFUL PERMANENT
RESIDENT OF THE UNITED STATES. BY DOWNLOADING OR
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USING THE SOFTWARE, YOU ARE AGREEING TO THE
FOREGOING AND YOU AREWARRANTING THAT YOU ARE NOT
A “FOREIGN PERSON” OR UNDER THE CONTROL OF A
FOREIGN PERSON.

TERMINATION. Thislicense will terminate automatically if you fail to
comply with the limitations described above. On termination, you must
destroy al copies of the SOFTWARE and Documentation.

MISCELLANEOUS. ThisAgreement shall be governed by the laws of
the State of California. If for any reason acourt of competent jurisdiction
finds any provision of this Agreement, or portion thereof, to be
unenforceable, that provision of the Agreement shall be enforced to the
maximum extent permissible so as to effect the intent of the parties, and
the remainder of this Agreement shall continue in full force and effect.

U.S. GOVERNMENT RESTRICTED RIGHTS

The SOFTWARE and documentation is provided with RESTRICTED
RIGHTS. Use, duplication, or disclosure by the Government is subject to
restrictions as set forth in subdivision (b)(3)(ii) of The Rightsin
Technical Data and Computer Software clause at 252.227-7013.
Manufacturer isAladdin Systems, Inc., 165 Westridge Drive,
Watsonville, California, United States of America, 95076-4167.

Now our lawyers are happy.
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